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About Me

e Senior Security Consultant in
NCC Group Hardware &
Embedded Systems practice

e Learned RE for fun from fravia’s
Windows cracking & related
sites like 3564020356

* Reversing retro games for fun,
some nostalgia factor, no need
to worry about NDAs/clients
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Overview

* Reversing Pokémon Snap * Joy Bus interface tool with

« General highlights/challenges of ~ ICEBreaker FPGA board

the RE process » Key things | stumbled on to go
from WTFPGA/iCEBreaker FPGA
Workshop tutorials or simple
glitcher design to interfacing
with an external bus

* Challenges from not having the
kiosk hardware
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GCatching 3
Pokémon
is a Snap!

http://www.thecoverproject.net/view.php?game_id=575

Pokémon Snap

e Released in July 1999

* First 3D Pokémon game
(outside Japan)

* Rail shooter style
photography game

 Basically, a safari to take
photos of Pokémon



PKMN A';’um

https://www.serebii.net/snap/ and https://assets.pokemon.com/assets/cms/img/video-games/snap/screenshots/Snap_ss9.jpg



https://www.serebii.net/snap/
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https://www.digitalcameraworld.com/tutorials/how-to-print-instax-photos-from-your-nintendo-switch-

including-pokemon-snap



" One of the best feattires of Pokémon Snap is
that you’ll be able to convert your pictures

folio of snapshots, then take your game

down to the nearest Blockbuster Video store

Turn Your -Masterpieces
into Stickers

IIproduce four stick-
them out at Blockbuster.
e these four around with
pictures from the Report or your Album.

Sticker at Actual Size

Each of the 16 stickersona
sheet will be exactly
this size and resolu-
tion and will adhere to most
surfaces with ease.

Put Your Best Shots in the Gallery

into stickers. It's simple: just build up a port- -

and print out your favorites, Itll cost you a
measly three bucks for 16 stickers—prices
will be slightly higher in Canada—and the
process takes no time at all. One-hour photo
shops must be green with envy.

The Sticker Machine
Accepts All Major
Pokémon Credit Cards
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Look for the Pokémon
display at your local
Blockbuster store, then
purchase a collectible
smart card at the count-
er. Plug your Game Pak
and the cardinto the dis-
play, choose your shots
and print them up!
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YouTube: PokeRev https://youtu.be/tgOHRTbfxKO



YouTube: PokeRev https://youtu.be/tgOHRTbfxKO



Reverse Engineering
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YouTube: PokeRev https://youtu.be/tgOHRTbfxKO
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If you

like these pictures, please

make sure a print credit exists
then press \a to print.

a print cre
sts.then
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The resetting of the console is performed under two
circumstances. First, switching between the normal “play”
mode of the game program executed by console 102 and the

“print” mode requires that the game be restarted. The game
enters print mode if controller communication activity i1s
detected on (controller) socket 4 of console 102 within the
first few seconds after the game is started. Socket 4 is
connected to control PCB 114, which provides the commu-
nication activity only if the particular restart is for the
purpose of entering the print mode. If the restart 1s not for
the purpose of printing, socket 4 communication activity is
delayed for about five seconds. This causes the game to start
in a normal operating mode. Socket 4 communication
becomes available after about five seconds so that control
PCB 114 can be informed when, for example, a “Print”
button is pressed in a game.



The printing operation is summarized as follows:

(1) The user arranges images in the Gallery as desired.

(2) The user presses a “Print” button on the Gallery screen.
The game sends a Print Request to control PCB 114 via
socket 4.

(3) If a card with credit is present, control PCB 114 restarts
console 102, enabling socket 4 communication immedi-
ately.

(4) The game starts in print mode, and printer initialization
commands are sent to control PCB 114 via socket 4.
(5) Control PCB 114 sends initialization commands (16-
sticker mode, etc.) to video printer 104 via, for example,

a five pin cable.

(6) The game draws the image for first sticker on the screen
of television 106 and sends a Capture command to printer
104 via control PCB 114. This step is repeated for each of
the 16 images (even if the images are duplicated).

5 (7) Control PCB 114 deducts credit from card. If this fails for
any reason (no card, no credit, etc.), the game is restarted
in normal operating mode and the captured images are
discarded.

(8) Control PCB 114 sends a Print command to video printer

10 104.

(9) Upon completion of printing, control PCB 114 restarts
console 102, delaying socket 4 communication for 5
seconds so that the game starts in normal mode.



Control PCB 114 controls the overall operation of kiosk
100. Control PCB 114 includes a microcontroller
(Microchip 16C65), a Nintendo N64® controller IC (the
same as found in the standard consumer controller), a one
digit LED display for displaying a number of print credits
available, a first indicator LED for indicating a card error, a
second 1ndicator LED for indicating a printer problem, and
connectors for interfacing to socket 4 of console 102, to
switch module 112, to cartridge interface PCB 122, to paper
sensor 124, to card reader 128, to problem lamp 126, and to
Finish button 130. The microcontroller of control PCB 114
1s a one-time programmable device that is programmed with
code used for general operation of kiosk 100.



In accordance with another aspect of the present
mvention, the kiosk also includes communication circuitry
for communications over a communication network (e.g.,
the Internet, the public switched telephone network, a local
area network, etc.). The communication circuitry is usable to
selectively transmit images stored in the memory of a
memory cartridge over the communication network. In this
way, 1mages may, for example, be electronically mailed
(e-mailed) to others. Kiosk users may also submit images
from their own memory cartridges to an on-line album
maintained, for example, on a web server computer. Kiosk
users may also view 1images submitted to the on-line album
by others and/or selectively print out 1images from the
on-line album. In the case of images captured during video
game play, an on-line album can be used to build a gaming
community of players having common interests and pro-
vides an opportunity for game players to compare the results
of game playing with each other.



Static Analysis

* Difficulty finding relevant code to reverse

* Without working flow based disassembly, very little code is identified,
almost no cross-references to data

* Code moves around soon after the game boots

* Probably overlays; making it very difficult to interpret stripped
assembly

* Found some references to overlay reversing by LuigiBlood later on, and
overlay docs in the N64 SDK

* Hard to build any context up to understand what’s happening
« ROM is also full of all the textures, models, music, etc. assets



Dynamic Analysis

* Instead of painstaking work to get a nice disassembly | switch to
dynamic analysis in emulator or with console

* |ssues with emulation:

* Photography feature (detecting Pokémon) must be directly linked to
rendering, only worked with low-level graphics emulation plugin (slower)

» Discovered later that the expansion pak (adds 4 MB to console’s main RAM) is
necessary for the print display, it just crashes without that

* Breakpoints on PIF RAM/controller state in the emulator trigger too often

* Issue with console:
* No real kiosk hardware to use for analysis...
* But | do have the retail game and N64



Interfacing with FPGA
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Console Stop Bit % %

Controller Stop Bit % }

https://sites.google.com/site/consoleprotocols/home/nintendo-joy-bus-documentation
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Basic controller functionality

* Console commands consist of a one byte command ID followed by
optional data bytes, such as a 16-bit read address for the Controller
Pak read command

 Started by implementing the two basic commands needed to
simulate a regular N64 controller:

* Device type and status query: FF or 00
* Check current state of buttons and analog stick: 01
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https://youtu.be/LN5hrpZ2cGI

Sniffing the Joy Bus

* Forward request data to laptop over UART
* Look at hex dump of the requests

* When changing the controller status response to report that an
accessory is plugged into the controller...

03 8001 fefefefefefefefefefefefe. fefefefefe
“Write fefefefe...to address 0x8000”



Emulator Dynamic Analysis



Dynamic Analysis

* Trying read/write breakpoints on the controller state was too spammy

* Quick & dirty solution: Using Cheat Engine style dynamic analysis of
the menu to find the conditional code

e Assume Print code is present in the Gallery menu, just disabled...
* Looked at button/Ul handling in the Gallery



¢ Pokemon Snap (U) - Project64 Dev-4.0.0.5696-6d5cb6ad-Dirty o ERS scorch Memory

— X
File System Options Debugger Help Results (0)
Search Reset
Address Value Previous
Search value
K avoaa n |:|Hex
| PKMN Report | S
SRR Sk, can type  Exact value v
PKMN Album | Value type int32 v
[ ] Unsigned
’ QNQHQQ I Address range
Start: | 0x80000000 End: | 0x807FFFFF
‘ Enlarge | v [ ]Physical RDRAM = ROM  SPMEM
Lock BP Address Description Type Value

Choosing from the PKMN

Reporty You took 9 pictures,
PIKACHU's your best shot.

Emulation started
rJd | A ]

https://youtu.be/wEkuBEvZRYo



https://youtu.be/wEkuBEvZRYo
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https://youtu.be/hoyehQNMeEs



https://youtu.be/hoyehQNMeEs

Dynamic Analysis

 After identifying a bit of code that way, can leverage the static
analysis in a disassembler again

* Searched byte string of a chunk of the currently active code to find it
in disassembly

* Repeated that process many times to identify individual functions



Dynamic Analysis

* Look at how button handler code maps button ID to an action

 Examine conditional stuff around here, where menu text is loaded
from to try to get the "Print" string

* Finally found suspect global variable checked for a simple constant
value to enable/disable certain menu entry, for the Print button

* Look into how that global flag is set (used write breakpoint)

* Found the 0x85 sequence...

* Didn’t know it yet, but this is how the console checks for a peripheral plugged
into the controller like a Rumble Pak or Transfer Pak
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" Pokemon Snap (U) - Project64 Dev-4.0.0.5696-6d5cb6ad-Dirty
File System Options Debugger Help

[PKMN nepm] Gallery

"PKMN Albun |
| Arange |

' Enlarge |

Choosing from the PKMN

Report? You took Y pictures.
PIKACHU's your best shot.

Emulation started

https://youtu.be/Vsc8uSd5bmuU



https://youtu.be/Vsc8uSd5bmU

i’ Pokemon Snap (U) - Project64 Dev-4.0.0.5696-6d5cb6ad-Dirty
File System Options Debugger Help

Emulation started
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https://youtu.be/OaWFcYOV4q8



https://youtu.be/OaWFcY0V4q8
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Sniffing the Joy Bus 2

* Return “85” sequence
(peripheral ID) to console when
it tries to identify what’s plugged
in to the controller

 When print is enabled, pressing
the “Print” button or booting
the game causes some requests
to be sent to the peripheral

* Logged traffic with UART again

write cmd: 8000 (addr CRC-5 01)
fe fe fe fe fe fe fe fe fe fe fe fe fe fe fe fe
fe fe fe fe fe fe fe fe fe fe fe fe fe fe fe fe
response: el
read cmd: 8000 (addr CRC-5 01)
response: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
write cmd: 8000 (addr CRC-5 01)
85 85 85 85 85 85 85 85 85 85 85 85 85 85 85 85
85 85 85 85 85 85 85 85 85 85 85 85 85 85 85 85
response: f5
read cmd: 8000 (addr CRC-5 01)
response: 85 85 85 85 85 85 85 85 85 85 85 85 85 85 85 85
85 85 85 85 85 85 85 85 85 85 85 85 85 85 85 85
5




Snap Station Protocol: Gallery menu

* Read from 0xCO0O (just returned 00s...) — @4
e Write to OxC000: 00 00 ... 00 CC N S =
- Read back 0xC000 [0 oorecommtbeseves.
e Write to OxC000: 00 00 ... 00 33
* Read back 0xC000

e Write to OxC000: 00 00 ... 00 5A
* Read back 0xC000

* CC/33 surround the saving process, 5A means ready to reset

Please power down and try again.

Error message if save fails between CC/33



Snap Station Protocol: Photo display

 Write 01 to OxCO0O and read back
e Write 02 to OxC0O00 and read back (16 times)
 Write 04 to OxCO0O and read back

* Note 16 photos are displayed...
* 01 —start

* 02 —displaying photo

* 04 —-end

* Responding with 08 at any point triggers busy loop for syncing



https://youtu.be/krxyoXIhFwS8



https://youtu.be/krxyoXIhFw8

A very small portion of the population have 3 condition which may cause them to experience epileptic
seizures or have momentary joss of consclousness when viewing certain kinds of (lashing lights or
patierns that are com present in our daily environment. These persons may experience seizures
Whits watching some kinds of lelevision pictures o playing certain video games. People who have not
had amy prevous seures may nonetheless have an undetected epileptic condition

Sre——
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YouTube: Leonhart https://youtu.be/ICnvplEVpqo

[
¥
1 you or anyone In your family has experienced symptoms linked to epiloptic condition (e.g.  seizure or loss
of awareness). immediately consult your physician before using any video games.
ommend that parents observe their childr ie they play video games. If you or your child experience
the following symploms: dizziness, altered vision. eye or muscie twitching, involuntary movements, loss
reness. disorientation. or convulsions, DISC TI'-JE USE IMMEDIATELY and consull your physician.
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FPGA / Hardware Tips



Tips: Metastability

Clock T

Rising Edge
l-.EIJ
<>
Data In to
Flip-Flop
Data Out of
207
Flip-Flop b,
T
Metastable

Input changed during setup time (t,,),
output is metastable

Data
{with setup
and hold time
winlations)

Clock

Metastable

Chain flip flops: second output is stable

https://www.nandland.com/articles/metastability-in-an-fpga.html

Stable


https://www.nandland.com/articles/metastability-in-an-fpga.html

Tips: Memory inference

* Big difference between vector of 280 bits (reg [279:0]
rx bits)and8-bitarray (reg [7:0] rx bytes [0:34])
* Quickly run out of LUTs...

* Block RAM: dedicated RAM components, UP5K has 30 blocks of 512
bytes

* https://projectf.io/posts/fpga-memory-types/
 UP5K has SPRAM blocks with 32 KiB capacity, exactly the amount of
storage needed for N64 memory card
* Need to manually specify it with Yosys
* https://projectf.io/posts/spram-ice40-fpga/
* Using the SPI flash for persistent storage would also be nice



https://projectf.io/posts/fpga-memory-types/
https://projectf.io/posts/spram-ice40-fpga/

Tips: Open drain / open collector

* Signal on the bus by going to ground for 0, high impedance mode for
1 (pull-up resistor will pull signal high)

» Set output register to z to enter high impedance state

// Console data I0 line (open drain output)
// setup 1s a little weird because trying to assign Z for 1 later didn't work
// We pull to ground for a @, release the line for 1 and it should return to 3.3V

wire console_input;
assign P1B1 = (tx_enabled && tx_output_bit == 0) ? 1'b @ : 1'b z;
assign console_input = P1B1;




Driving peripherals






$ ./uart_host.py /dev/ttyUSB1l ——dump-tpak-ram pokemon_blue.

Using port: /dev/ttyUSB1

Pad type: 0005, joyport status: 01

transfer pak present: True

ROM header:

00000000: 00 C3 50 01 CE ED 66 66 CC @D 00 0B 03 73 00 83

00000010: 00 OC 00 0D 00 08 11 1F 88 89 00 OE DC CC 6E E6

00000020: DD DD D9 99 BB BB 67 63 6E @E EC CC DD DC 99 9F

00000030: BB B9 33 3E 50 4F 4B 45 4D 4F 4E 20 42 4C 55 45 ..3>POKEMON BLUE
00000040: 00 00 00 00 30 31 03 13 05 03 01 33 00 D3 9D WA ....01.....3....
Raw title: b'POKEMON BLUE'

MBC type: MBC3

ROM size: 0x100000 bytes

RAM size: 0x8000 bytes

Dumping 4 RAM banks to pokemon_blue.sav...

100% | I | 32768/32768 [00:16<00:00, 1968.87it/s]




Controller Pak

P 64 ENORY
N I NTENDO 23:7;3‘:':5:“' $ ./uart_host.py /dev/ttyUSB1l ——dump-cpak cpak_gray.bin

: e R ) X Using port: /dev/ttyUSB1

i y Y - A0 Pad type: @005, joyport status: 01

4§ o dump controller pak to cpak_gray.bin...

100% I | 1924/1024 [00:16<00:00, 62.55it/s]
$ hexdump cpak_gray.bin | head

000000 81 fe fd fc fb fa f9 f8 00 fe fd fc 08 08 08 08

000010 ef ee ed ec 00 00 00 15 10 ee ed ec f5 @0 00 4

000020 ff ff ff ff 04 62 75 @5 4c 46 f2 @7 87 27 @7

000030 00 00 00 00 Af 4b 4b Ga 00 01 01 @0 7d 51 82

000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

*k

000060 ff ff ff ff 04 62 75 @5 4c 46 f2 @7 87 27 @7

000070 00 00 00 00 4f 4b 0a 00 01 01 00 7d 51 82 al

000080 ff ff ff ff 04 62 75 @5 4c 46 f2 @7 87 27 @7

000090 00 00 00 00 4f 4b 9a 00 01 01 00 7d 51 82 al >....0KK.....}Q..<

NOW YOU CAN SAVE
GANE STATISTICS AND
DATA YOUR FAVORTE
CONTROLLER BUTTON
CONFIOURATION
SULT.P THARACTER
L STRENGTHS AND MORE

NINTENDO




ICEBreaker design: https://github.com/jamchamb/cojiro
Project64 mod: https://github.com/jamchamb/project64/tree/snapstation

Blog post: https://jamchamb.net/2021/08/17/snap-station.html
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